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A theoretical scheme of a multiparty-controlled quantum secure direct communication is proposed. The su-
pervisor prepares a communication network with Einstein—Podolsky—Rosen pairs and auxiliary particles. After
the security test of the communication network is passed, the supervisor tells the users the network is secure
and they can communicate. If the controllers allow the communicators to communicate, they should perform
measurements and tell the measurement outcomes to them. The communicators then begin to communicate
after they perform the security test of the quantum channel and verify that it is secure. The recipient can
decrypt the secret message in a classical message from the sender depending on their protocol. Any two users
in the network can communicate through the above processes under the controls of the supervisor and the

controllers.

PACS: 03.67.Hk, 03.67.Dd, 03.65.Ud
1. INTRODUCTION

Cryptography [1] is an important branch of the
quantum information theory, which enables two com-
municators to communicate in privacy. Using the char-
acteristics of quantum mechanics, for example, quan-
tum entanglement, secret information can be secretly
transmitted between two users. Quantum key distribu-
tion (QKD) is a process whereby two legitimate users
first establish a shared secret key through the trans-
mission of a classical message and then use this key
to encrypt (decrypt) the secret message. Since the first
QKD scheme proposed in 1984 [2], many QKD schemes
have been presented [3-8].

In 2002, a quantum secure direct communication
(QSDC) scheme was proposed in [9], which permits the
messages to be communicated directly without first es-
tablishing a random key to encrypt them as in the QKD
schemes. Subsequently, the so-called “ping-pong proto-
col” was proposed in [10], allowing the encoded bit to be
decoded instantaneously in each respective transmis-
sion round. But it is insecure in a lossy quantum chan-
nel, as indicated in [11, 12]. Also, the ping-pong pro-
tocol can be attacked without eavesdropping [13, 14].

*E-mail: xiuxiaomingdl@126.com

The ping-pong protocol was modified in [15] for trans-
mitting the secret message with a single photon in a
mixed state. A two-step QSDC protocol using blocks
of Einstein—Podolsky—Rosen (EPR) pairs was proposed
in [16] and a QSDC scheme with a quantum one-time
pad using single photons in [17] to enhance security of
the communication. To date, many studies have been
focused on QSDC schemes [9-24].

As a matter of fact, in the above schemes, the se-
cret information to be sent can be read by the recip-
ient only after the sender completes the transmission
of classical information for each qubit. It is necessary
for the sender to send the qubits carrying the secret
message to the recipient. Therefore, an eavesdropper
has a chance to attack the qubits in transmission to
obtain the secret information or disturb the communi-
cation without being found. Some QSDC schemes are
presented in which no qubit is transmitted, using en-
tanglement and teleportation (EPR pairs [21, 22], W
state [23]). A controlled quantum secure direct commu-
nication scheme using the GHZ state and teleportation
was proposed in [24].

There are many QKD network schemes [7,25-29],
but a distrustful server can steal some information
without being detected in these schemes. Two QSDC
network schemes with ordered N EPR photon pairs
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were proposed in [30]. An authorized user can commu-
nicate with any other one in the network securely in
these schemes. There are only two users (the sender
and the receiver) and the server in the network, and
communication between the two users can only be con-
trolled by the server. A multiparty-controlled quan-
tum secure direct communication protocol is presented
in [31] using single photons.

In this paper, a theoretical scheme for multiparty-
controlled quantum secure direct communication using
ordered EPR pairs and auxiliary particles is proposed.
There are no qubits carrying a secret message to be
transmitted; this scheme can avoid an attack on the
qubits in transmission by an eavesdropper. Any two
users in the communication network, which is com-
posed of many users, can communicate by their pro-
tocol under the control of the supervisor and the con-
trollers.

There are three kinds of roles in this scheme. The
supervisor is mainly responsible for the preparation of
the communication network. Any two users in the net
can communicate under the control of the others users.
We call them the communicators. The rest users, who
are the controllers, perform measurement on their par-
ticles to help and control the communication between
the communicators. The supervisor also fulfils the con-
trol function as the controllers do.

This paper is organized as follows. The scheme of
a multiparty controlled quantum secure direct commu-
nication is proposed in Sec. 2. Subsequently, in Sec. 3,
we discuss the security of this scheme. Finally, the dis-
cussion and summary are given in Sec. 4.

2. THE MULTIPARTY-CONTROLLED
QUANTUM SECURE DIRECT
COMMUNICATION

Multiparty-controlled quantum secure direct com-
munication can be achieved via the following steps.

1) Alice prepares ordered particle pairs (A;, B),
(Il = 1,2,...,N) in an EPR state |®), 5 or

‘\II+ ABy’

1
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The EPR state can be securely set up with entangle-
ment purification protocols [32, 33], which provides the
way of protecting quantum states from interaction with
the environment.

Then, Alice introduces an auxiliary particle se-
quence (C;,Dy,...), (I = 1,2,...,N) in the initial
state |0). Each sequence contain M particles. She then
makes an H gate operation on them. Subsequently, Al-
ice sends particles (C, 4;) and particles (D;, C}), par-
ticles (E;, Dy),..., (I = 1,2,... ,N) through CNOT
gates. In a CNOT gate, the state of the target bit
changes if and only if the state of control bit is |1).

After these manipulations, the system state of par-
ticles (A;, By, Cy,...) at Alice’s location can be written
as

|W) = [Eprs24) =

1 -
—= (linrs) [€p10) + ling1a) [€hrga ), (2)
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where il,[, i2,[, e ,iM+2’[ € {0, 1}., gl’[,gg’[, R ,EM+2’[
are the counterparts of the binary numbers
B0 io0s e o M2, Ly d1y = 1 —dyy, dog = 1 — gy,
oy imya1 = 1 —ipyoy. The M-particle maximally

entangled state |€a7,;) (M > 2) satisfies the conditions
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where |§,1) and [&; ;) are the two-particle Bell states.
For example, if

1

|£2.) = ﬁ(\00> +[11)),
then 1
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if
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then .

&5,1) = —=(|00) + [11)).

V2

2) Alice sends the ordered particle sequence
(B;,C),Dy,...) (I = 1,2,...,N) in sequence to the
respective other users (Bob, Charlie, David, etc.) and
keeps the particle sequence A; herself. The other
users tell Alice that they have received all the particle
sequences through classical channels.
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3) Alice randomly selects a sufficiently large subset
of particles from the particle sequence as the check-
ing sequence to test the security of the communication
network; the other particles are the communication se-
quence used to communicate between the communica-
tors. This is the first security test (the security test
of the communication network). She asks the other
users to measure the checking sequence using one of
two measurement bases {|0),|1)} or {|4+),|—)}, which
are appointed by her at random. The other users per-
form measurements along the same basis on the same
ordered particles, and then transmit their measure-
ment outcomes to Alice. Alice tests the security of
the communication network depending on the measure-
ment outcomes of all the users including herself. When
the original EPR state is |[®1), the measurement out-
come |1) should be even. When the original EPR state
is [&T), the measurement outcome |1) should be odd.
The measurement outcomes of all the users should be
the same when {|+),|—)} is adopted as the measure-
ment basis. If the error rate of the checking sequence
is reasonably low, Alice can trust the communication
network; otherwise, she abandons the processing.

4) Any two users in the network may communicate
under the control of the other users. We suppose that
Bob and Charlie communicate with each other. If the
controllers agree to cooperate with the communicators,
they (including the supervisor) should perform mea-
surements on their own particles in the communication
sequence. After the measurements, they tell Bob and
Charlie their measurement outcomes.

5) After receiving the measurement outcomes, Bob
and Charlie ask Alice to tell them the original EPR
pairs that were adopted to prepare the communication
network. If the original EPR state is [®T), Alice trans-
mits 0 to Bob and Charlie. If the original EPR state
is [¥T), Alice transmits 1 to them. For the security
of communication in privacy between them, Bob and
Charlie should test the security of the quantum chan-
nel. This is the second security test (the security test
of the quantum channel). Bob and Charlie randomly
select particles from the communication sequence that
suffice for testing the security of the quantum channel.
We say that these particles are the checking sequence of
the communicators and the rest particles are the coding
sequence. Bob and Charlie perform a local measure-
ment on the checking sequence in their hands using one
of the two measurement bases {|0),|1)} or {|+),]|—)}
randomly. Depending on Alice and controllers’ classi-
cal information, Bob and Charlie can test the security
of the quantum channel. If the error rate of the check-
ing sequence is low enough, Bob and Charlie continue

to communicate. Otherwise, they abandon this com-
munication.

6) If the security of the quantum channel is ensured,
the communicators may communicate by their proto-
col. For instance, they agree that if the sender’s mea-
surement outcome is identical to the secret message to
be transmitted, the sender sends 0 to the recipient; oth-
erwise, the sender sends 1 to the recipient. We assume
that Charlie is the recipient and Bob is the sender. Bob
makes measurements on his particles in the coding se-
quence, and sends the corresponding classical informa-
tion to Charlie through classical channels. That is, if
Bob’s measurement outcome is |0) and the message to
be sent is 0, or the measurement outcome is |1) and
the message to be sent is 1, Bob sends 0 to Charlie.
Otherwise, Bob sends 1 to Charlie.

7) Charlie can deduce the measurement outcomes
of Bob depending on his measurement outcomes. Con-
sequently, Charlie can deduce the secret message that
Bob wants to transmit to him depending on the classi-
cal message from Bob. For instance, if the classical in-
formation about the original EPR state is 00110101 and
the outcome from the controllers is 11010110 (the signal
“1” indicates that the number of the measurement out-
comes |1) is odd, and the signal “0” that the number of
the measurement outcomes |1) is even), Bob’s classical
information is 00011011. If Charlie’s measurement out-
come is [1),]0),[1),]0),]1),|0),]0),|1), he can deduce
that Bob’s outcome is |0),|1),[0),]0),[1),]0),|1),]0).
Therefore, the secret message that Bob wishes to send
to Charlie is 01010001.

Till now, the process that Bob transmits the secret
message to Charlie completes. Of course, Charlie can
also transmit a secret message to Bob to realize com-
munication.

Any two users can communicate if the other users
agree to cooperate with them in the scheme. The com-
munication can be performed under the control of the
supervisor and the controllers. If they make no coope-
ration, the communications cannot be made.

3. THE SECURITY OF THIS SCHEME

There are two security tests in this scheme.

In the first security test, we suppose that an eaves-
dropper, who is outside the communication network,
wants to steal the secret message. The eavesdropper in-
tercepts the particles transmitted to other users by the
supervisor and resends her own particles to them to im-
itate the particles she intercepted previously; however,
the vicious action can be detected efficiently after Ali-
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ce analyzes the measurement outcomes from the other
users in the communication network.

If the first security test shows that the communi-
cation network is secure, the dishonesty of other users
(the controllers) can be found in the second security
test. If the controllers know all the classical information
in transmission in the scheme, they can deduce that the
quantum channel between the communicators is used.
But the information cannot help them obtain the se-
cret message between two communicators because they
know no information about measurement outcomes on
EPR pairs by either of the two communicators. If the
controllers want to steal the secret message or disturb
communication, their action can be found by the com-
municators in the second security test. If all the con-
trollers want to disturb the communication collectively,
the result does so.

There is some difference between the supervisor and
the controllers. The supervisor knows the original EPR
pairs and her own measurement outcome. Can she
make the sender and the recipient deduce the error in-
formation about the quantum channel between them
by telling them the wrong classical information? For
example, if the original EPR pair is |®#T) and the com-
putational basis measurement outcome of Bob is |0),
she tells the corresponding outcome to Charlie. This
cannot allow the sender and the recipient to deduce
a wrong verdict from the above analysis in Eq. (3). If
Alice tells a wrong classical information about the orig-
inal EPR pairs, this can allow the sender and the recip-
ient to deduce a wrong information about the quantum
channel. But it can be found by the sender and the re-
cipient by comparing the measurement outcome in the
second security test.

If the quantum channel is perfect and the controller
is friendly and cooperative, the second security test is
not necessary, and an eavesdropper can be detected by
the first security test.

To summarize, two communicators can detect an
eavesdropper and insure the security of communication
in privacy between them via the above security tests.

4. DISCUSSIONS AND SUMMARY

In summary, a theoretical scheme of multiparty-
controlled quantum secret direct communication is pro-
posed. Any two users in the communication network
can communicate under the control of the supervisor
and the controllers.

The communicators can communicate after the su-
pervisor and the controllers agree to cooperate with
them; they must know the original EPR states adopted

to prepare the communication network and the mea-
surement outcomes of all the controllers. If any one
does not cooperate with the communicators, that is, he
performs no measurement or tells the communicators a
wrong measurement outcome, this communication be-
tween the communicators has no way to complete.

The features of the scheme are as follows. Some sim-
ple manipulations are necessary in the scheme, which
are only a few quantum CNOT gate operations and
single-qubit operations, which could be implemented
using technology that is currently being developed.
The measurement order of each controller may be at
random when they begin to perform measurement after
all the users receive the particles that were distributed
by the supervisor previously in this scheme. The su-
pervisor can increase the number of users by increasing
the number of auxiliary particles and distributing cor-
responding particles to them. That is, the supervisor
can increase the number of controllers before the com-
municators begin to communicate. The security tests
ensure that this scheme is secure and the secret mes-
sage has not leaked to another person. With no qubit
carrying secret message to be transmitted, this scheme
can avoid an attack on the transmitted qubit, but the
capacity is restricted, an entangled state as a quantum
channel only carries one bit of classical information ex-
cept those used as the security test.

In reality, noise always exists in a quantum chan-
nel, which makes a chance for the eavesdropper to steal
the communication content between the communica-
tors. The sender and the recipient can adopt quantum
privacy amplification [34, 35] for improving security in
a noisy channel to realize the quantum secure direct
communication.

From the above analysis, we may deduce that the
theoretical scheme is feasible in reality in the near fu-
ture.

This study was supported by the National Natural
Science Foundation of China (grant Ne10647101).
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